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EUS| GDPR (General Data Protection Regulation, 201 6/679)9-| N
> 2016.4.27. X{EH Bl 2018.5.25. 5 Ef A|EH
» a regulation in EU law
It supersedes the Data Protection Directive 95/46 /EC

» It regulates

data protection and privacy for all individuals within the European Union (EU) and the European
Economic Area (EEA).

the export of personal data outside the EU and EEA areas.
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means reasonably likely to be used, such as singling out, either by the controller or by another
reasonably likely to be used to identify the natural person, account should be taken of all objective
factors, such as the costs of and the amount of time required for identification, taking into

» Recital (26) To determine whether a natural person is identifiable, account should be taken of all the
person to identify the natural person directly or indirectly. To ascertain whether means are

consideration the available technology at the time of the processing and technological developments.
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GDPR

» further processing for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes shall, in accordance with Article 89(1), not be considered to be
incompatible with the initial purposes.(Art.5(1)(b))
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GDPR Recital (51)
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Personal data which are, by their nature, particularly sensitive in relation to fundamental rights and
freedoms merit specific protection as the context of their processing could create significant risks to the

fundamen’rqylcrﬂh’rs and freedoms. Those personal data should include personal data revealing racial or ethnic
>

origin, ...<& =

Such personal data should not be processed, unless processing is allowed in specific cases set out in this
Regulation, taking into account that Member States law may lay down specific provisions on data protection
in order to adapt the application of the rules of this Regulation for compliance with a legal obligation or for
the performance of a task carried out in the public interest or in the exercise of official authority vested in the
controller. In addition to the specific requirements for such processing, the general principles and other rules of
this Regulation should apply, in particular as regards the conditions for lawful processing.

Derogations from the general prohibition for processing such special categories of personal data should
be explicitly provided, inter alia, where the data subject gives his or her explicit consent or in respect of
specific needs in particular where the processing is carried out in the course of legitimate activities by
certain associations or foundations the purpose of which is to permit the exercise of fundamental freedoms.
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GDPR Recital (52)

» QIAEEO ME|0|= eUE = (=80 2A4S F1 A2 E3YX[F F0{0f S5IH
Est HE2|E 518 3Y(public interest)O| 22
Derogating from the prohibition on processing special categories of personal data <Z/Z & 2> should also be
allowed when provided for in Union or Member State law and subject to suitable safeguards, so as to protect
personal data and other fundamental rights, where it is in the public interest to do so, in particular processing
personal data in the field of employment law, social protection law including pensions and for health security,

monitoring and alert purposes, the prevention or control of communicable diseases and other serious threats to
health.

d
S| HZESA|AEIO| 3| 1 Akjo| ZAI 7} H L& Zt

O
= GIAPY Q17 £k £7 2X2 2Jeto] o™ & 918
Such a derogation may be made for health purposes, including public health and the management of health-care services,
especially in order to ensure the quality and cost-effectiveness of the procedures used for settling claims for benefits and services in the health
insurance system, or for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes. A derogation

should also allow the processing of such personal data where necessary for the establishment, exercise or defence of legal claims,
whether in court proceedings or in an administrative or out-of-court procedure.
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» For the purposes of this Preliminary Opinion, the special data protection regime for scientific
research is understood to apply where each of the three criteria are met:
1) personal data are processed;

2) relevant sectoral standards of methodology and ethics apply, including the notion of
informed consent, accountability and oversight;

3) the research is carried out with the aim of growing society’s collective knowledge and
wellbeing, as opposed to serving primarily one or several private interests.

» Under the GDPR, the role of research is understood to provide knowledge that can in turn
‘improve the quality of life for a number of people and improve the efficiency of social
services’. ... It is a common assumption that scientific research is beneficial to the whole of
society and that scientific knowledge is a public good to be encouraged and supported.

» The Article 29 Working Party, in its guidelines on consent, understood scientific research as a
‘research project set up in accordance with relevant sector-related methodological and
ethical standards’.

European Data Protection Supervisor (EDPS) (Jan. 6, 2020), pp.11-12
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Scientific research purposes: Recital (159)
» et a4t FHO| JHIEE HE|o E
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ot= 8% GDPRO|| X[ E = UZ (374 2F]

» Where personal data are processed for scientific research purposes, this Regulation should also apply to that
processing. For the purposes of this Regulation, the processing of personal data for scientific research purposes
should be interpreted in a broad manner including for example technological development and demonstration,
fundamental research, applied research and privately funded research. In addition, it should take into account
the Union's objective under Article 179(1) TFEU of achieving a European Research Area. Scientific research
purposes should also include studies conducted in the public interest in the area of public health.

» To meet the specificities of processing personal data for scientific research purposes, specific conditions
should apply in particular as regards the publication or otherwise disclosure of personal data in the context
of scientific research purposes. If the result of scientific research in particular in the health context gives
reason for further measures in the interest of the data subject, the general rules of this Regulation should apply
in view of those measures.
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GDPR Recital 50. Further processing for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes should be considered to be compatible lawful
processing operations.
=7MMel 7t J =HEH 0 el 7St K Yot "7F7C1E|7f ldH, SA7E2Ed, =8
Ao BE(SREXE| XS] fAS L), S H2AZ 22| 34 , =7FK 2|7t HE K of of
2 Aap, 2| Xt Mo|ZEIE o] EXY 7t NS

GDPR Recital 50. In order to ascertain whether a purpose of further processing is compatible with the
purpose for which the personal data are initially collected, the controller, after having met all the
requirements for the lawfulness of the original processing, should take into account, inter alia: any link
between those purposes and the purposes of the intended further processing; the context in which the
personal data have been collected, in particular the reasonable expectations of data subjects based on
their relationship with the controller as to their further use; the nature of the personal data; the
consequences of the intended further processing for data subjects; and the existence of appropriate
safeguards in both the original and intended further processing operations
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2t B E: The Health Insurance Portability and Accountability Act of 1996 (HIPAA)

> HIPAAE_I_HHS.9| 2 (the Secretary of the U.S. Department of Health and Humarl_Services) (HHS)O]|

Al L7t AL’ 2 (certain health information)2| Z2t0|HA|f HOt= H2 5= 7 XA
dg 2
o3 AN

» HIPAAO] 2|, HHS2| 0| Privacy Rule & Security Rule K| ™

Privacy Rule (Standards for Privacy of Individually Identifiable Health Information)
» UXBE AHZH MOl HB0| DS 2t 7|22 Ma

Security Rule (Security Standards for the Protection of Electronic Protected Health Information)
» AN HEl2 B/ = 0| k= 80 HAEEE E25t= 2718 Het 7|[& 2 EE

> FXef 2HA|
Security Rulet= Privacy Rulef 2| E2 & 29

Security Rule= J-L|'|:|LX'||X|'(covered entities) 7t 70010 ‘H D O 4R HRIE HE{ ] HLHE (e- PHI)’O|
EO._F% ?IotH F0{0F ot= 7|=H /H|7|=2X MO|Z7I=& &

US HHS.gov. AIO|E
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» Health Care Providers
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» Health Care Clearing houses
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A “business associate” is a person or entity that performs certain functions or activities that involve the use
or disclosure of protected health information on behalf of, or provides services to, a covered entity.
HSS.gov.

Ho I:HM' ng (protected health information: PHI)
» OIS AlHSt = Q== A 8 H (all individually identifiable health information) &

ol ZH Il dpA, wiXf Eo= O|2fe| AMMA = FHAXN AL = E|
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T ST

US HIPAA Privacy Rule


https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/business-associates/index.html

PHI O|SiE HE

] HE H (De-Identified health information)
» JHQIS M ESHK] AL 7H 2l MBS 2ot &2|H 2 2AHE MS5HA| e EE
wS A O
» B ol pimK| @7
(1) A ESA _Clifxf(quqlified s’rq’ris’ricidn)oﬂ Olot AN A8 L=
(2) Of2H £7HX| 2240] 25 76| ZHL0 ionly i) HHH
» (i) ZHelel M EA A 7l X, 7tF, D82 S2| MEXI MAE 2
» (i) T HEI S E 7H 1ol MBS ot AFEE X[ 7t [UTh= FOf| CHol | A At
(covered entity)2| A X|E QA0 TS Qs B

US HIPAA Privacy Rule
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> L HAZEPHIS =5 9 % = M 3AF M| SStE{H, (1) Privacy RuleO| 31 & 2= 2715t= &
F, E=(2) sk B0 /0I0] AjHo R 512ket 7 20|0fo} B

=M 9| 2Ek'g'(use of PHI): communicating that information within the covered entity.

X[ 3K} X'||T:'3_—'(disclosure of PHI): communicating that information to a person or entity outside the covered entity,
or the communication of PHI from a health care component to a non-health care component of a hybrid entity.

PHIZ| S7H2|F 8%
» O FHAF=s @ CFE 27| AFSHO|| A OF 27| o 2 HhAY
(1) PHIO| Ciot B 2E @+6t= alid EFHOA, E= (2) Bt 0 F ZAF S5 T&St= HHSO|A|

PHIC| 2 & /K|S 0| S{EE[= R

> (1) i ZHRIONA|, (2) K| &, K| Z, health care &, (3) &2 E= HH 7|
== Ol O/_‘—%7Hoﬂ 'b'l__)'\_o|'0:| (5) & A Benefit Activities, :l.El o Do), 3 EE

=3 53 sl e I51I0|'51“'(L-m-ted Data Set)*
* Limited data setO| 2, 7o SF 71l 8l O T, 7iS5d@ A OIS0 2ot HEXH QA HEX7F HA =,

o
Hoffjd AZEEPPHNE 2T (Privacy Rule (6))

3|o] B0, (4) 7|Et &
health care

ngU

US HIPAA Privacy Rule
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(1) PHIOI = CtE M EA7F 25 M AEZ[O{OF &

» 1. Names./ 10. Certificate/license numbers./ 2. Postal address information, other than town or /11. Vehicle identifiers
and serial numbers, city, state, and ZIP Code. including license plate numbers./ 3. Telephone numbers./12. Device
identifiers and serial numbers./ 4. Fax numbers./13. Web universal resource locators (URLs)./ 5. Electronic mail
addresses./14. Internet protocol (IP) address numbers./ 6. Social security numbers./ 15. Biometric identifiers, including
fingerprints/ 7. Medical record numbers. and voiceprints./8. Health plan beneficiary numbers. 16. Full-face photographic

images and any/ 9. Account numbers. comparable images.
(2) IRRIXHS TS ARStol Bt AR} Zlag stwsiolof &
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» “Research” is any systematic investigation designed to develop or contribute to generalizable knowledge.

Privacy Rule T TFHI K7L 7HQ10] 501 Q10| = A7 2X 282 /810 pHIS 2 ¢
0|8 9 H3xt M B3l 2 S 5183}, [+ Z740| R

» The Privacy Rule permits a covered entity to use and disclose protected health information for research

0

purposes, without an individual’s authorization, provided the covered entity obtains either: (1) documentation
that an alteration or waiver of individuals’ authorization for the use or disclosure of protected health
information about them for research purposes has been approved by an Institutional Review Board or Privacy
Board; (2) representations from the researcher that the use or disclosure of the protected health information
is solely to prepare a research protocol or for similar purpose preparatory to research, that the researcher
will not remove any protected health information from the covered entity, and that protected health
information for which access is sought is necessary for the research; or (3) representations from the researcher
that the use or disclosure sought is solely for research on the protected health information of decedents, that
the protected health information sought is necessary for the research, and, at the request of the covered entity,
documentation of the death of the individuals about whom information is sought.*® A covered entity also may
use or disclose, without an individuals’ authorization, a limited data set of protected health information for
research purposes (see discussion below).
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AL SIS HE = 2 7HQlo| &z (Privacy Rule)
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US HIPAA Privacy Rule
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California Consumer Privacy Act of 2018

Z L0t 2H[AFE 2S5 0| 80t= Research2| M & 2
39| 87, AT YR SHE A H I YYIFSE X, 0182 71H X YYHEIXS T X, Y 2SI
S 0|8 SN YIS ATOB AL A, UR|o| 4 B SE2E A £

California Consumer Privacy Act 1798.140. For purposes of this title: (s) “Research” means scientific, systematic study and
observation, including basic research or applied research that is in the public interest and that adheres to all other applicable ethics
and privacy laws or studies conducted in the public interest in the area of public health. Research with personal information that may

have been collected from a consumer in the course of the consumer’s interactions with a business’s service or device for other purposes
shall be:

(1) Compatible with the business purpose for which the personal information was collected.

(2) Subsequently pseudonymized and deidentified, or deidentified and in the aggregate, such that the information cannot
reasonably identify, relate to, describe, be capable of being associated with, or be linked, directly or indirectly, to a particular
consumetr.

(3) Made subject to technical safeguards that prohibit reidentification of the consumer to whom the information may pertain.
(4) ~ (6) < =F>

(7) Used solely for research purposes that are compatible with the context in which the personal information was collected.
(8) Not be used for any commercial purpose.

(?) Subjected by the business conducting the research to additional security controls that limit access to the research data to only those individuals in a

business as are necessary to carry out the research purpose.
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US: California Consumer Privacy Act of 2018

2| Lot AKXl AEA (H[Xr| THRIFHE AFH 2FA|)
> HEHAKIL HEAN 282 ANY 4 s G, 3 £5 S8 2|87 TH, AN, £
AR AAEZM 2= me| A HEESHESE £+ A0|0{oF
» California Consumer Privacy Act 1798.105.

» (a) A consumer shall have the right to request that a business delete any personal information about the
consumer which the business has collected from the consumer.

» (d) A business or a service provider shall not be required to comply with a consumer’s request to delete the
consumer’s personal information if it is necessary for the business or service provider to maintain the consumer’s
personal information in order to:

(6) Engage in public or peer-reviewed scientific, historical, or statistical research in the public interest
that adheres to all other applicable ethics and privacy laws, when the business’ deletion of the
information is likely to render impossible or seriously impair the achievement of such research, if the
consumer has provided informed consent.
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The EU’s 2019 Copyright Directive (Directive (EU) 2019 /790)
» EU MERHAX| AL 0st™ of 1 32 sto] =4 & 18

This Directive considers scientific research to cover ‘both the natural sciences and the human sciences’, and
distinguishes between not-for-profit and public interest bodies and organisations operating under commercial

influences:
» 7| Eo| B8 %%ﬁa—‘!a HALSH= A0 O4-_rL ool 42 off e A+ A1 foﬂ T8 EAddsE
xollgh = QAQEE O| 420 = K| &4 —_rLXII(research organlsatlons)OE = = 92

Due to the diversity of such entities, it is important to have a common understanding of research organisations. They
should for example cover, in addition to universities or other higher education institutions and their libraries, also
entities such as research institutes and hospitals that carry out research. Despite different legal forms and structures,
research organisations in the Member States generally have in common that they act either on a not-for-profit basis or
in the context of a public-interest mission recognised by the State. Such a public-interest mission could, for example, be
reflected through public funding or through provisions in national laws or public contracts.

Conversely, organisations upon which commercial undertakings have a decisive influence allowing such undertakings to
exercise control because of structural situations, such as through their quality of shareholder or member, which could
result in preferential access to the results of the research, should not be considered research organisations for the
purposes of this Directive.

European Data ProtetiiorcSUperviser-(EDP 8)(Far3,22020)
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Recital (28) :
.. ERHS &Y Recital HE
» The application of
personal data can reduce 25 M HAE0M Hze T xiel2xo|
the risks to the data subjects 6 %2le| &M FAD} AR IS EIK| 0{ B2 Hyteh f e 5
concerned and help e oHX 3 of 29| ulA|HE}
controllers and processors ci %ol £ 2 Eof HEEsAe HYS BUEE X2
to meet their cEIa'rq.- 25 o3t HEH 5 75,78 ] Al 5
protection obligations.
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